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Katnyopleg KATAVEUNUEVWY CUCTNHUATWY

* [Mwg opYaVWVOUME TOUG KOUPBOUG 0€ Eva KATAVEUNEVO
ovoTNua;
— Movteho meham-e&urnpetnt) (client-server model)

— AlKTua OMOTIUWVY KOUBwYV (Peer-to-peer networks 1) artAwg P2P)
* Adounta
* Aounueva




MovteAo rteAatn-eEummpetnt
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Clients — L
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* O 7TEAATNC OTEAVEL QUTNMATO OTOV EEUMNPETNT

* O €U peTNC TAPEXEL TTOPOUC 1) UNMTNPECLEG OTOUC TIEAATEG
* Ol TeENATEG OEV €XOUV KaUla METAEU TOUG ETTIKOLVWVIA

+ EUKOAN ulortoinon Kat dtaxeipion

- Single point of failure, v KAipakwveTatl eUKoAa

* E-mail, www, ftp, DNS, kArt. 0000 smomeamany
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TO LOVTEAO OUOTIUWVY KOUBwWV (P2P)
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* ‘OAoL ol KOpPOL ival LooTLpolL (Kat TTEAATEG KAl EEUTTNPETNTEC)
* EMIKOWWVOUV PETAEU TOUG

+ Robustness, scalability, auto-opyavwaon

- AUGKOAN dlaxeipion, acalela

* BitTorrent, skype, kAst.




[Napadslypa: AlaUolpaopog apxelou:

* [tvetal kal pe client-server




[TpofAnuata

* ...OMWC KAJTOLEC POPEC OEV €lval 1 KAAUTEPN ALOM
— Meploplopevo bandwidth
— 'Evag server propel va EUNMMPETNOEL CUYKEKPLUEVO aplOuo clients

* Au&non tou upload rate arto T pepLa Tou server:
— YUvdeon pe peyalutepo bandwidth yia evav server
— [MoA\arhol servers, kKabevag pe SIKY) Tou ocuvdEeoN
— Arntattel aAlayr otV vrtodoun

* EvaAlhaktika: Baloupe toug mapaAnteg va fonbrjcouv
— O mapaAnitteg Aapfavouv avtiypago Tou apxeiov
— To avadiavepouv g€ AAAOUG TTAPAATTTTEG

— MEwwvouv Tov pOpTOo ToU server 0000




[1DOKANOELC

Ol peers epyovtal Kat (peVYouV
— Yuvdgovtal Kata dlaotnuata
— O7mnoladnimtoTe OTyUY), LE YPNYOPO PUOUO
— Mropei va emotpePouy e SLaPpopeTKo IP

MNwg evtomi{oupEe OXETIKOUG peers;
— Peers nou eivat avtn ™ otypn online
— Peers ntou €xouv to apyeio touv NTANE

Mw¢ TaPAKLVW TOUC pPeers va LEIVOUV CUVOEDEUEVOL;
— Tati va pnv armmoxwpnoouv LOALS KateBAoouy To apXELo;
— Tati va dtapolpaoouy mePLEXOUEVO 0€ AAANOUG peers;

Nw¢g Ba kateBaocw eva apxeio arrodoTika ©/0 O O Nehonl Tt Unersy of A
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Avon pe adounta P2P

* Aev Xpnolporoleital kavevag alkyoplOpog yia tnv opyavwon
TOUG
* Avaloya HE TOV TPOTTO EVIOTTIIOMOU TWV KOUBWV
— Mg kevtplko katahoyo (Napster)

— Me minuuupa (Gnutella)
— lepapyika (Kazaa, modern Gnutella)




Napster

Evacg koppog (1) kartolot KOpPoL) AEITOUPYEL WC KEVTPLKOG
KATAAOYOCG

[la va cuvdoeBbouv ato dIKTUO oL clients mperel mpwTta va
ouvOEBOUV OTOV KEVTPLKO KATAAOYO

O KEVTPLKOC KATAAOYOC OLaTnpELl
— rivaka pe otolxeia yia syyeypappevoug clients (IP, bandwidth kAst.)
— rivaka pe apxeia ava client kat mAnpo@opieg ylia avtad (r.x. ovoua
apxeiou, TUMOC, NUEPOUNVIa KATT.)
BaolkeC AEITOUPYLEG
— join
— search
— download




Napster

Filename | Metadata
Store a d/rectory, l.e., Yesterday!.mp3 | Beatles, @

filenames with peer pointers L47.102.5.65:1006

PennyLane.mp3] Beatles, @
128.84.92.23:1006

napster.com S Help!.mp3 Beatles, @
Servers i L47.102.3.10:1006

Client machines
(“Peers”)

.
'\l
----------

P Store their
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Napster

2. All servers search their lists

Store peer pointers

S /' for all files

napster.com Servers

.
----------

Peers

Store their own

3. Regponse :
P P files
S v! |
| —
= 4. ping candidates
5. download from best host ©000 s y ot s
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|OLOTNTEC

O KaTAAOYOC TOU Server avavewVETAL CUVEXWC
— T va yvwpiouvpe mavta ta dtabeoipa apyeia
— Aduvapuia -> VOULKEG OUVETTELEG

Peer-to-peer dtakivnon apxeiwv
— O server Sgv UTTEPPOPTWVETAL

ELOLKO ITPWTOKOAAO
— Login, search, upload, download, status operations

Ocpata bandwidth

— Ol Kool tou €xouv Ta apxeia ditatacoovrtal pe faon to bandwidth
& XpOVO AITOKPLONG

[MeplOPLONOC:

— Kevtpko lookup




gnutella Gnutella

* ‘OAol oL KOpBol mpayuatika LooTLUOL
— Ae&v urtapyouv KopPBot pe eldIkn Asttoupyia

* [MANpNC AITOKEVTPWON
e Xpnotporolel elkoviko diktuo srikalvng (overlay network)
— ALKO Tou routing layer




Gnutella

ATt001KeLON
apxEiwv

Servants (“Peers”)

P

AAAQ Kai KOUBwv-
A VEITOVWV

@- =

Connected in an overlay graph (==




Gnutella

Query’s flooded out, ttl-restricted, forwarded only once




Gnutella

Successful results QueryHit’'s routed on reverse path

P




|OLOTNTEC

* [l\eovekmpuata
— TTA)pWC QUTOKEVTPWUEVO
— To kootog ¢ avadnmong dtapotpaletal
— H enegepyaoia ava KOUPBO EMITPETEL LOXUPT ONHACLONOYIa OTNV
avadnmon
* Melovektuata
— H dlapkela avaditnong WIopel va eivatl peyain
— Kootog dtatmpnong overlay, kopot prtatvofyaivouv cuxva




~“ee2t Kazaa

* Katt avaueoa o Napster & Gnutella

* Eiwoayel v €vvola Twv supernodes

— E&unmnpetouv HIKPO LEPOG TOU SLKTUOU
* Indexing
* Caching

— TCP avapeoa o€ supernode kat armhoug peers Tou UTTodLKTUoU TTou
eEunnpetoLv

— TCP avapeoa o€ supernodes
— EmAeyovtal avtopata pe Baon bandwidth kat eme€epyaotikn loxv
— 'OAeg oL avadnToELg TIEPVOUV ATTO AUTOUG




ordinary peer

supernode

neighoring relationships
in overlay network

C0O0On
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|OLOTNTEC

Evag supernode artoBnkevel KATAAOYOUG
— <filename,peer pointer> onwcg ot servers Tou Napster

Ot supernodes aAhalouv

Ornoloodnmote KOUBog wmopet va yivel (kat va mapapeivel)
supernode apkei va €xetl KaAn enun (reputation)

— Kazaalite: participation level (=pnun) evog xpnom arno 0 swg 1000,
emnpeadletal armo T SLAPKELA TIOU 0 XPN oINS Eival cuvdedEUEVOC Kal
Tov apOpo uploads

— YTtapxouV Kaut Tito TTOAUTTAOKEG HEB0OOL UTToAOYLOOU Tou reputation
Evag koppog avalnta navta HEcw TOU TILO KOVTIVOU ToU
supernode




ElOwkn rteputtwon: BitTorrent

Kivntpo: dnpo@iAn apxeia
— H dnpowihia mapouaotalel temporal locality (Flash Crowds)

— T1.x., Slashdot effect, CNN Web site v 9/11, KukAopopia veag Taviag
N ravidlov

>TOXEVEL OTNV ATTOO0TIKY) LETAPOPTWOT) TOU apXELlov Tmapa
otnVv avantnon

— Katavoun tou apxeiou o€ toAAoUG KO Boug Tautoxpova

— 'Evag ekdotng, moAloi downloaders

Artopuyn free-riding

— Movo katealw apxeia alla dev 61au01pdg(800 .

“CSL



Baokn apyn: NapaAinAio Downloading

* Awaipeon apxeiov o€ TOANA Koppatia
— Replication d1a@popPETIKWY KOPUATIWY GE SLAPOPETIKOUG KOUBOUG
— Evag KopBog wtopei va avtaANAEEL TA KOUUATLA TIOU EXEL LE KOUMATLA TTOU OEV
EXEL ATTO0 AANOUG KOUPOUG
— OLKOUBoL prmopouv va avakataokeEUATOUV ONO TO ApPXEIO arTto Ta KOUUATLA
TOU

* Erutpenel tavtoxpova downloads
—  ALOPOPETIKA LEPT) TOU APXELOU a0 SLAPOPETIKOUG KOUBOUG TauToxpova

— |dlaitepa armodoTIKO Yla LEYAAA apXELQ

* System Components
— Web server

— Tracker
QOO0 N~ | Technical Ui y of Athens

— Peers
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Tracker

KopupBog pe €181ko polo
— Kataypagetl Toug KOUPOUG TTOU CUUETEXOUV OTO SIKTUO

O ko pol eyypawovtal otov tracker
— Kata v ag@i&n toug
— [eplodikA evnuEPWVOULV OTL Eival akoua oTto SIKTUOo

O tracker emiAeyel Toug KOUPoug yia downloading
— Emotpg@el tuxaio untoouvolo (ue IP addresses)

— Etol €vag eloepxouevog KOUPBOG EEpeL e TToloug alloug va cuvdebel yia va
KateBAaoel eva apxeio

AvTL yia Kevtplko tracker pmopet va xpnoluonomoa P2P ¢ 6u<ruo (D

y of Athens




Chunks

Ta apyeila otaipouvtal O€ HKPOTEPA KOMMATLA
— X1aBegpoul peyeboug, ouvnbwc 256 Kbytes

ETTPEMEL TAUTOX POV LETAPOPA
— KateBaoua chunks amo dtagpopetikoug KopBoug
— AveBaopa chunks g alloug

['vwon yia ta chunks mtou €xouv ol cuvdedepevol Koot
— [leplodikn petawopa Aiotag pe chunks

H petag@optwaon oAoKANPwWVETAL otav Kateouv oAa ta
chunks gvog apyeiou YT Y TR

¢SLab



BitTorrent

Web page

with link
to .torrent

Peer
[Leech]
Downloader
“Ws”

Web Server

Peer
[Leech]

Tracker




BitTorrent

Web Server Tracker

Web page
with link
to .torrent

Peer
[Leech]
Downloader
“Ws”

Peer
[Leech]




BitTorrent

Web Server Tracker

Web page
with link
to .torrent

Peer
[Leech]
Downloader
“Ws”

Peer
[Leech]




BitTorrent

Web Server Tracker

Web page

with link

to .torrent

shake-hand

S
Peer /)‘94'&%
[Leech] o
Downloader
“Ws”

Peer
[Leech]




BitTorrent

Web Server Tracker

Web page

with link
to .torrent

[Leech]

Downloader
uUS” QOQOOnN | Tech y of Athens

Peer
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BitTorrent

Web Server Tracker

Web page

with link
to .torrent

Downloader

Peer
uUS” QOQOOnN | Tech y of Athens
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BitTorrent

Web Server Tracker

Web page
with link
to .torrent

[Leech]
Downloader
HUS”

Peer
[Leech]




[Napadeypa

[T 1
Tracker D
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[Napadeypa

Tracker D
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>elpa ermmhoyncg chunk

Mota chunks va (nmow;
— Miua AUon: LE TN oELpad, onwe evag HTTP client

MpoAnua 1: moAAot kopBot 6a exouv ta npwta chunks
— OLKOuPoL &€ Ba €xouv va polpactouyV oA
— [eplopideTal N KAUAKWOLOTNTA TOU CUOTI|UATOG
[MpoPAnua 2: TeAka Kavelg dev €xel omtavia chunks

— T1.x., Ta chunks oto t€\og Tou apyeiou
— [Meplopiletal n IkaAvotNTA va KateREL OAO TO apxeio

AUOELC: Tu)ala rTAOYN Kal ETTLAOYY) TOU OTTAVIOTEPOU




[IpoTtepALlOTNTA OTO OTTAVIOTEPO chunk

* [loLo €lval TO OTIAVIOTEPO;
— To chunk pe ta Atyotepa dtabeoipa avtiypaga
— AuTO (nteital mpwta
* [TAgoveKTnUa yla Tov KOURo
— Amo@eUyETAL N ALLLOKTOVIA OTaV artoXwpouVv ToANoL Koot

* [l\€oveKIMua yla TO cUCTNUA
— Alao@aliletal otL € Ba xabei karmoto chunk

— E&loopporeital To opTio pe TNV €ElcoppoOrnoNn Tou # Twv
avtlypapwyv Twv chunks




Artopuyn Free-Riding

* H mAslovomrta Twv Xpnotwyv eival free-riders
— Ag potpalovral apxeia kat dev artavtouV € EpWINUATA
— Mepropidouv Tov aplOpo Twv ouVOETEWY N TNV Taxunta upload

* Atyol KOupol dpouv wg servers
— JUVELOWPEPOVTAG OTO «KOLVO KAAO»

* To npwtokoAAo BitTorrent o€ evav KOuo
— ETUTPETTEL OTOUC TTLO YPNYOPOUCS KOUBOUC va KATERATOUV aItO AUTOV

— KaQrmoleg popEC EMITPEMOUV O€ TUXaioug KOpPBoug (kat mbavov free
riders) va kateacouv




Artopuyn Free-Riding

Evacg kopBocg exel meploplopevo upload bandwidth
— Kal ipermel va 1o potpadletat e moAAoug
Tit-for-tat
— Alvel mpotepatotnta o€ KOUPoug pe peyaho upload rate
EruBpaBevel toug top 4 yeitoveg
— Metpael to download bit rate Tou kaBe yeitova
— Avtagtodidel otelvovtag chunks otoug 4 KAAUTEPOUG
— Emavalappavel kaBe 10 sec
Optimistic unchoking
— ErmA€yet tuxaio yeitova yla upload kabe 30 sec
— Aivel ™ duvatomnrta Kat o€ karmotov alhov va katefaoet chunks




[leiwpalovtac to BitTorrent

* BitTorrent can be gamed, too
— Ol koot avepBalouv atoug top N peers pe pubuo 1/N
— T1.x., av N=4 kat ot koppot avealouv ue pubuo 15, 12, 10, 9, 8, 3
— ... TOTE 0 4°¢ KOUPOG EXEL TTAEOVEKTN A

* KaAutepa N°s kopfog ot Alota aro nmpwTtog




BitTorrent onuepa

* INMAVTIKO LEPOC TN Kivnong oto Internet
— Ektipnon: 30%

* [MpoBAnua yia Atyotepo SnUo@LAT) apxeia
— OL KOOl armoxwpoUuV OTav TEAELWOOUV TO KATERATHA
— Kartowa apxeia xyavovtat ] 5ev umapxouv oAOKANpa

* [Mapapevouv voulka Beuata




Evtortitopoc 6edoueEVwY

Oeloupe
— XauNnAO KOOTOG

— KAlpokwaotpotnta

— Eyyunon yta to lookup

Napster

Central server

Gnutella & Kazaa

Network flooding
Optimized to flood supernodes ... but it’s still flooding

BitTorrent

Nothing!
It's somebody else’s problem




T kako €XelL 1o flooding;

Kartolot Kopot dgv eival mavta cuVOESEUEVOL Kal KATTOLOoL £lval TILo apyol
QITO AAAOUC
— To Kazaa 1o avtipetwrtiel katnyoplomolwvtag Toug KopBoug oav supernodes

Kakr) xpromn Twv SIKTUAKWY TTOpWV

Meyalo latency
— Ta armuata npowBouvtal amo KOUBo o€ Koo

— Emotpon g artavinong amo to (810 LoVOTTATL TTOU TIEPACE TO EPWTINUA OTO
Gnutella




T 6a BENAUE;

* Hash table: Aoun mouv cuvoeel KAELOLA UE TIMEG
e Kootog ava{nmong: O(1)

hash Table Index Values
keys function hashes
00 >
John Smith
— (1 >
——— >
Lisa Smith -
03 >
—m— (04 >
Sam Doe
05 >
Sandra Dee >
15

e Zeuyn (key, value)
— (http://www.cnn.com/foo.html, Web page)
— (Help!.mp3, 12.78.183.2)




Tt eival hash function

* Hash function
— Mia guvaptnon mou nmaipvel eilcodo petaBAnTou pnkoug (r.x., eva
string) kat mapayet eva amotedeopa (ouvnOwg HKpOTEPOUL) otabepou
neyeboug (r.x., evav integer)
— Mapadeypa: hash strings oe akepatoug O0-7:
* hash(“Aénva’) - 1
* hash(“©Geooalovikn”) = 6
* hash(“Matpa”) = 2

* Hash table
— [Mivakag ano (key, value) (suyn
— Ava{mon KAeLdLoL:

* H hash function avtiotouyilel kAeldia oto €Upog 0... N-1
table of N elements
i = hash(key)
table[i] contains the item

— Ava{nmon oc O(1)




TL JTPETTIEL VA TIPOT EEW

* EmAoyn kalou hash function
— OEAOULLE OLLOLOMOPPY) KATAVOUT) OAWV TWV KAELOLWY oto gVpog 0... N-1
* JUYKPOUOELG

— [MoANQ KAELOLA WITOPEL VA avTLoTOLLOTOUV otV idta TIun
* hash(“Paterson”) = 2
* hash(“Edison”) = 2

— H 6¢<on tableli] eivat eva bucket yia oAa auvta ta {evyn (key, value)
— Meéoa oto table[i] xpnowpomnotovpe linked list 1 adAMo €va snimedo
hashing
* Tuylvetat otav 1o hash table peyahwvel 1) pkpaivet;

— Av nipoagBeooupe N apaipecoue buckets = npemnel va Eavarnepaocoupe
Ta kKAewdLa arto hash function kat va PETAKIVIIOOUUE AVTIKELLEVA




Distributed Hash Tables (DHT)

* Anpoupyia peer-to-peer ekdoxng pag paong (key, value)

* [wg BeAoupe va AelToupyel
1. Evag koppog (A) pwtdetl ™) Baon pe eva kAeldi
2. H Baon Bpiokel tov kopPo (B) imou €xet Tnv TN
3. O kOuPog (B) emotpepel to (evyog (key, value) otov (A)

* [lpermet va yivel armodoTiKa
— Oxt ue flooding




DHT

b

key

valug—alue




DHT

[MoLEC €lval Ol ATTALTNOELG
— Nrtetepuviotiko lookup

— Mikpog xpovog lookup (dev mpemel va av&avetat YPapULKA LE To HEYEOOC Tou
oUCTNMATOC)

— E&ooppoOnnon popTiou akoua Kal LE EL00O0US/ATmoXWPNOELS KOUBWY

Tu Kavouue: dtatpoupe 1o hash table kat To katavepoupe otoug KOUBOUG
TOU OUOTIUATOG

Mpemnel va dtale€ouvpe To owoto hash function

[pETEL va XWPLOOUUE TOV TTiVaKaA Kal VA KATAVEIMOUME TA KOUUATLA LE TO
EAAXLOTO KOOTOG EMAVATOITOOETNONG O€ MEPUTTWATY) ELGOOOU/ATTOXWPNONG

KOUBou
QOO0 N~ | Technical Ui y of Athens
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Xpnon Baoikou Hashing

* TomoBstnon X atov server i = hash (X) mod k
* MNpopAnpa;

— TuoupBaivel 6tav €vag KOpBog meddvel 1) prel oto cvoua (k N kx1)?
— 'OAeg oL TIpEG avtiotolyilovtal Eava o€ veoug KopBouc!

Hash Table Index Values
keys hashes
: 00 ——ft—p —_— | Server 0 |
John Smith >
= > | server1 |
Lisa Smith .
03 ———tp —
= 04 > —_— o
Sam Doe .
Sandra Dee s —t—> I
TO00

6SLab



Consistent hashing

* Consistent hashing
— Ta neploocotepa KAELWOLA Ba avTLoTOLXLOTOUV aTNV (dLa T OTWE TPV
— Katd peoo opo K/n KAedla Ba mpermeL va avtiotolylotouv Eava

* K=+#keys, n=# of buckets

Example: splitting a bucket Only the keys in slot ¢ get remapped

slot c1

QOQOOnN | Technical Uy y of Athens

@GSLab



[Napadeypa DHT: Chord

* ‘Eva key yivetat hash og pa tipn pe m-bits : 0... (2m-1)
e Kataokegvalstal £vag AOYLKOC SAKTUALOC yia TG TIeC 0 .. (2m-1)
* O KOUPoL TormoOeTovvTal otov daktuAlo ot B€on hash(IP)

Node

/ hash(IP address) = 3




TortoBtnon KAEWOLWV

* Mapadewypa: n=16; Xuotnua pe 4 kouPBouc (LEXPL TwWpa)

* Ta dedopgva amobnkevovtal otov dtadoxo KOoupo (successor)
— KopBog pe id = hash(key) No nodes at these empty

. positions
Node 14 is responsible for
keys 11, 12, 13, 14

Node 3 is responsible for

/keys150123

Node 10 is responsible for
keys 9, 10

7 / Node 8 is responsible for

keys 4,5,6,7,8
y

CSLab



XELPLOUOC EPWTNUATWYV

* Ornoloodnmote KOUPOoC topel va Aapet epwmpua yia eva key (insert vy query). Av
to hash(key) gv avrkel oTo eUpog KAEWSLWYV ToU, TO TPOowWOEeL oTov dtadoyo

* Hdwadikaoia ouveyiletal pexpt va Bpebel o urteLBUVOCG KOUPOG
— H xepotepn nepirrtwon: pe p kopBoug, dtaoyilel p-1 -> O( )
— H péon nepirrtwon: p/2 kopoug

Query( hash(key)=9 )

Node 3 is responsible for
Node 14 is responsible for
keys 11, 12, 13, 14

Node 10 is responsible for
keys 9, 10

Node #10 can process the Node 8 is responsible for
request / keys 4,5,6,7, 8




Eloaywyn Kopfou

* Kastola KAELSLa avatiBevral o€ veo KOUPBo
* Ta dsdopeva yla avta ta evyn (key, value) mipgmnet va petagpepbouv atov
VEO KOU0

Node 14 is responsible for
keys 11,12, 13, 14

Node 3 is responsible for

/ keys 15,0,1,2,3

Node 6 is responsible
for keys 4,5, 6

Node 10 is responsible for
keys 9, 10

Node 8 was responsible for
keys4,5,6,7, 8

Now it's responsible for keys
7,8




Artoxwpnon Koupou

* Ta kAewdla avatiBevtal otov d1adoyo Tou KopBou
* Ta dsdopeva yla avta ta (euyn (key, value) mpemet va petagpepbouv

Node 14 was responsible for
keys 11, 12, 13, 14

Node 14 is now responsible
forkeys 9, 10, 11, 12, 13, 14 ™™

Node 3 is responsible for

/ keys 15,0,1,2, 3

Node 6 is responsible
forkeys 4, 5,6

Node 10 removed

Node 10 was responsible for
keys 9, 10




Avoxn g€ apalpata

* KouBot pmopet va teBavouv
— (key, value) 6sdopéva replicated

— Anuoupyia R replicas rou arroBnkevovtatl otoug R-1 dtadoyikoug
KOUBOUG oTOV SAKTUALO

* [ivetatl Alyo 7110 mePLTAOKO

— KaBe koppog npemel va Egpet kat Tov Stadoxo Tou dtadoyxou tou (1) Kal
TIAPATTAVW QITO EVAV)

* Eukolo av yvwpilel kat Toug R-1
— Ormoiladnote aA\ayn npenel va eEarmhwOel o€ ola ta replicas




Artodoon

e Agv pag apeost to O(N) kooTtocg Tou lookup

* ATTAY) TPOOEYYLON YA KAAT) autodoon

— 'OMol ot KopBot yvwpilovtal HeTAtU TOUG

— 'Otav evag KopPog AaBet epwtnua yia key yaxvel otov mivaka
dpopoAoynong va Bpet Tov KopBo mou ivat urtevBbuvog yia to key

— Anodoon O(1)

— Katd v eloaywyr)/amoxwpnon KOUBwV TPETEL va evnLEPWOOUV OAoL

— 'Oyt ToAU KaAn AUon yla tepaotia diktua (rtoAhoi koppot -> peyalot
ntiivakeg SpopoAoynong)




Finger Tables

YUUBLBACUOC YA QITO@UYT) LEYAAWYV TIIVAKWY OPOUOAOYNONG O€ KABE
KOURo

— Xpnon finger tables yla avw oplo oto peyebog Tou mivaka
Finger table = pepikn Alota kKOpPwv
Y€ KaBe kKoo to it oTolEio eival o KOUBOG ITou akoAOUBEL kata
TouAQylotov 2'-1 gTtov KUKAO

— finger_table[0]: immediate (1st) successor

— finger_table[1]: successor after that (2nd)

— finger_table[2]: 4th successor

— finger_table[3]: 8th successor

O(log N) kopupot mpoomnteAalovtat yia eva lookup




[Napadewyua finger table

* |ds 0-120-> 27=128 > 120 omnote 7 fingers
 f (i) = Successor(n+2'mod120)

Finger Table at N80

O, WNPEO ™

ftfi]
96
96
96
96
96
114
25

N114

80 + 25

80 + 26

N96
80 + 24

80 + 23

80 + 22

80 + 21
80 + 20




Eupeon key pe finger table

N20




Aopnueva P2P

* Ta DHT ouompata sivat dopnpeva (structured) P2P
ouotnuata o€ avtiBson pe ta adounta (unstructured) P2P
oniw¢ to Napster, Gnutella, Kazaa KArt.

* Xpnotlpormolouvtal we Baon yla alda cuotuata, onwe
“trackerless” BitTorrent, Amazon Dynamo, kataveunpeva file
systems, Kataveunueva repositories KA.




Amazon Dynamo

Kataveunuevo key-value storage
— [poofactpo povo pe T1o key
— put(key, value) & get(key)
Xpnotyoroleitat yia oA Amazon services

— Shopping cart, best seller lists, customer preferences, product catalog...

— A&V UTTAPXEL AVAYKN Yl TIEPUTAOKA EPWTNATA OTTWE AUTA TTOU
artavtael eva RDBMS

* Oa rePLOPLLE KAIHOAKWOLLOTNTA Kal dtabeatpotta
— [MAgov nmpooepetal Kat we AWS (DynamoDB)

Madl pe aA\a cuomuata e Google (GFS & Bigtable) to
Dynamo elvat aro ta npwta non-relational storage systems
(a.k.a. NoSQL)




Kivntpo

Shopping cart service

— 3 million checkouts kaBe pepa

— Ekatovtadeg xIMASEC TAUTOXPOVA SESSioNns
Ol EPAPUOYEC TIPETIEL VA ITOPOUV VA TTAPAUETPOTTOLNoouv To Dynamo yia
emBuunto latency & throughput

— Toulayxlotov 99.9% twv read/write Aettoupylwv o€ Atyotepo amo 1 sec

— looppornia avaupeoa o€ performance, cost, availability, durability guarantees.

Avaykn yia availability (Buunoou to 8swpnua CAP)
— Eventual consistency
— Partition tolerance
— Availability (“always-on” experience)
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ATTAUTOVUEVA KOUULATLAL

O&gAoupe va oxeOLATOUE LA LT pPEaia storage o€ evav
cluster arno servers

AUo Aettoupyiec: get(key) kat put(key, data)
— Data pkpou peygboug (< 1MB)

TL xpelalONaOTE;
— Alaxeiplon peAwv
— Ewoaywyn/avalnmon/diaypapr) dedopevwy
— Consistency ue replication
— Partition tolerance




> XEOLOOTLKEC TEXVIKEC

Gossiping yLa OLaXELpLon LEAWYV KAl AVIXVEUOT] OPAAUATWY
— Eventually-consistent membership
Consistent hashing yla katavoun KAEWOwyY Kat KOUBwv

— MNapopoto e 1o Chord

— AN dev untapxel SpopoAoynon dakTtuliou, OAol ot Kouot
yvwpilovtal

Object versioning yia eventually-consistent dedopeva

— 'Eva vector clock yia kaBe dedopevo

Quorums yia partition tolerance
— “Sloppy” quorum

Merkle tree yia ouyxpoviopo twv replicas peta ano
ogpalpata 1 partitions




Alaxelplon LeEAWV

Ot kopBot opyavwvovtatl o€ daktuAlo Chord e xpnon consistent hashing
— AN\A Ohot EEpouv OAOUG
Eloaywyn/amoxwpnon KOpUBwv
— Tivetau xelpokivnta
— Kartolog Slaxelplotng XpnoLOTTOLEL KOVOOAQ YA VA TIPOCOETEL T VA APALPETEL
gEvav Koupo

— AOYOC: 1 pUON TWV EPAPUOYWV TTOU urtootnpilet
*  OLKOMBOL bev armoxwpouv guxvd, LOVO AOYW OPAANUATOG KAl ETTAVEPXOVTAL Ypryopd

Aladoon ¢ aAlayng ota HEAN

— KaBe kopBog dtatnpei S1KO TOU group view Kal LoTOPLKO aANAywWV

— Aladoon pEow gossiping (ava dsutepOAeTTTo, o€ TUXALOUC KOUBOUK)
Eventually-consistent membership protocol
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Katavoun KOuBwv Kat KAELOLWV

* Me napadoaiako consistent hashing exoupe avicopportia (poptou
— Evag KOUBOG WTOPEL VA EXEL TIEPLOTOTEPA KAELDLA ATTO AAAOUG
— Kartowa kKAeLdia givat o Snuo@iAn amo alla

overloaded
node

\N

---------




Katavoun KOuBwv Kat KAELOLWV

* KaBe koppog avartiBetal o€ MOANA onpeila oTOV SAKTUALO
— KaBe onpeio sival €vag lkovikog koppog (virtual node)

* Ekkivnon pe otatiko aptbuo virtual nodes opolopop@a KATAVEUNUEVWVY
otov SAKTUALO




Katavoun KOuBwv Kat KAELOLWV

* O mpwWTOC PUTLKOC KOUPBOC TToU EloEpXETal avalappavel
oAouc touc virtual nodes

e Node 1




Katavoun KOuBwv Kat KAELOLWV

* O devutepocg naipvel to 1/2

e Node 1l
® Node 2




Katavoun KOuBwv Kat KAELOLWV

* O Tpitog nepirtov 1o 1/3

e Node 1l
® Node 2

® Node 3




[Napadeypa

* 2 physical nodes, 5 virtual nodes

Node 1: keys 15, 0, 1
Node 14: keys 11, 12, 13, 14 /

Node 3: keys 2, 3

Node 10: keys 9, 10

'11
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[TAEovEKTLATA

* E&ooppornnon poptou
— Av €vag KOUPOG armoXwpnoEL, 0 (POPTOC TOU KATAVEUETAL GTOUG
EVAITOUELVAVTEG KOUBoUG
— Av gvag KOUPBoG mpoateBel, SEXETAL TTAPOOLO (POPTIO ATTO TOUG
UTTOAOLTTOUG KOUBOUG
* O apBuog aro virtual nodes ava kopfo kabopiletal armo TG
SUVATOTNTEC TOU KOUBoU




Replication

* N: # of replicas
* To nmpwto artoBnkeveTal pe Baon to consistent hashing

* Ta umolouta N-1 artoBnkevovtal otoug emopevoug N-1
(puokoucg) dtadoyoucg kopBouc (preference list)

/ Key K
O .
.III . Modes B, C

3 b
| ioand LY store

kevs in

range (A, B)
3 £ including
\ FA. K.
OO




Replication

* Lazy replication (eventual consistency)
— Eva aitmpa put() emotpgpel apgowg (high write throughput)

* Aev nieplpevel va dtadoBel to update o 6ha ta replicas

* Odényetl o€ inconsistency, mou AUvetal Ue object versioning

/ Key K
O .
.l|l . Nodes B, C

i

k i and D store

kevs in

range (A, B)

\ £ including
\ S
OO N

B




Object Versioning

Ta writes TPETEL TAvVTA VA ETITUYXAVOUV
— 11.X., Add to Cart”

XPNOLLOTIOLOUVTAL VErSions yla ETTLAUOT) ACUVETTELWVY ETALU
replicas

KaBe avtikeipevo €xel eva vector clock
— 1uy, D, ([S,, 1], [S,, 1]): To D, evnuepwOnKe wa @opa aro tov S, Kat pia
QTo TOV S,

— KaBe koppog dtatmpet OAa ta versions pexpt ta dedopeva va yivouv
OUVETN

ACUVETIELO EXOUME OTaV gppavi{ovtal TAUTOXPOVEC versions

AV UTTAPXEL AOUVETIELO YIVETAL ETTIAUOT APYOTEPQ

— T1.X. WTopEL va epavioTouyV TTAAL TTPOTOVTA TTOU £XOUV o3NoTEel ano TO
shopping cart




> TATLOTIKA YLa object Versioning

Over a 24-hour period

99.94% of requests saw exactly one version
0.00057% saw 2 versions

0.00047% saw 3 versions

0.00009% saw 4 versions

Usually triggered by many concurrent requests issued busy
robots, not human clients




Quorums

* [lapapetpot
— N replicas
— Rreaders
— W writers

* XTaTIKO quorum: R+ W >N
* Tumkeg TIHEC Yia Dynamo: (N, R, W) == (3, 2, 2)




>UYXpoviouoc replicas

* Av evag KopBog rteBavel kat avavinEl, IPEMEL va WITOPEL ypriyopa va
KataAaBEL av ITPETEL VA CUYXPOVIOEL TA AvTiypagda TOU 1N oxl
— H petagopa 6Awv twv {euywv (key, value) yia ouykplon &€ ocuppEpeL

* Merkle trees
— Ta gpUN\a eival hashes Twv TIpwyv Tou KABe KAELSLoU
— Ouyoveig eival hashes Twv matdiwv Toug
— H oUykplon yovewv oto idLo emirmedo deiyvel dlapopa ota madla
— Metagopd povo twv (key, value) ou €xouv al\a&el

OO0~ I Techmical U y of Athens

@GSLab



>UYXpoviouoc replicas

* YUYKPLOY 2 KOUBWV TTOU €lval CUYXPOVIOUEVOL
— Two (key, value) pairs: (kO, v0) & (k1, v1)

h2 = hash(hO + h1)

Equal

h2 = hash(hO + h1)

hO = hash(vO0)

hl = hash(vl)

NodeO

hO = hash(v0) | hl = hash(vl)

Nodel
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>UYXpoviouoc replicas

* YUYKPLOT 2 KOUPBWV TTOU SEV ELval GUYXPOVIOUEVOL
— One: (kO, v2) & (k1, v1)
— The other: (k0. v0) & (k1, v1)

h4 = hash(h2 + h1)  Not €&

gual  h2=hash(ho + h1)

h3 = hash(v2)

hl = hash(vl)

NodeO

hO = hash(v0) | hl = hash(vl)

Nodel
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